Secure key distribution using correlated randomness in lasers driven by common random light.
We propose a secure key distribution scheme based on correlated physical randomness in remote optical scramblers driven by common random light. The security of the scheme depends on the practical difficulty of completely observing random optical phenomena. We describe a particular realization using the synchronization of semiconductor lasers injected with common light of randomly varying phase. We experimentally demonstrate the feasibility of the scheme over a distance of 120 km.